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Vulnerability Management Software

Cyberwatch helps you in your
Vulnerability Management.

Map your assets

Scan your vulnerabilities continuously

Identify most exposed assets

Prioritize most dangerous vulnerabilities

Decide the actions to implement

Fix your vulnerabilities and control their remediation
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Software architecture

Cyberwatch Cloud (OVH) Customer’s infrastructure

Knowledge base

CVEs repositories
(NVD, ANSSI, 
RENATER…)

Exploits repositories
(ExploitDB, GitHub, 

Metasploit…)

Vendors repositories
(Microsoft, RedHat, 
Adobe, SAP, Citrix…)

Cyberwatch algorithms
Updated every hour

Targets

Master 
scanner

The scanner downloads new 
vulnerabilities every hour

from the Knowledge base, 
with an outgoing HTTPS 

connexion,
or with a file

(air-gapped environment)

There is no transfer of your
vulnerabilities
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Satellite 
scanner

Satellite
scanner

Isolated environment #1
(optional)

Isolated environment #2
(optional)



Flexible scanning options

These scanning modes can coexist

Cyberwatch scanner
(master or satellite node)

Agentless scan
With SSH / WinRM / SNMP
Authentication with key / password
Compatible with password safe
Direction: Cyberwatch scanner -> target

Agent-based scan
With a light agent deployed on the target
Deployed with a package or a MSI
Direction: target -> Cyberwatch scanner

« Air-gapped » scan
Extract the Cyberwatch scanning scripts
Execute the scripts on the targets
Send the results to the Cyberwatch scanner
Can also be integrated with your CMDB
No network connection required
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Target

Target

Target

Target

Ports / Website scan
Based on the domain name / IP address to scan
Assessment performed with TCP/UDP/web requests
Direction: Cyberwatch scanner -> target



Scope
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Servers
Virtual Machines

Physical Machines
Hypervisors
Mainframes

Debian / Ubuntu
CentOS / RedHat

ArchLinux / Manjaro
SUSE

Windows Server 2003/2008
Windows Server 
2012/2016/2019

ESXi, AIX…

Desktops
PCs

Laptops

Debian / Ubuntu Desktop
Windows XP / Windows 7

Windows 8 / 10…

Network devices
Routers
Switchs
Firewalls

Cisco IOS
Palo Alto
Fortinet

Stormshield…

Containers
Images

Instances

Docker
Alpine Linux…

Web 
applications

URLs
IP addresses

Technology
fingerprinting

SSL/TLS configuration 
review

OWASP analysis…

Industrial
devices

Firmwares

Siemens
Schneider Electric

Wago
Endress Hauser
Pepperl+Fuchs…

Software 
libraries

Development
modules

PIP
Gems
NPM…



Automated assets discovery
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Automated assets identification 
on your Information System, with
un-scanned assets auto-tagging

How many desktops do I have in my
Active Directory?

What are the virtualized servers on my
VMWare environment?

What are the “Shadow IT” elements 
related to my web domains?

How many assets are on my 
192.168.1.1/24 VLAN?



Dashboard with KPIs

Overview of your risk level with
Key Performance Indicators

How many CVEs require
my attention today?

How many assets require to reboot?

How many assets have obsoletes OS?

What are the assets with
the most dangerous vulnerabilities?

Do I have very old and dangerous
vulnerabilities?
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Overview of your information system

Complete overview of your
information system with facets
(groups, criticality, name, 
operating system…)

What are the most exposed critical
systems?

What is the risk level of the Production 
environment?

Which machines have Adobe Flash?

Where is the CVE-2020-0601?
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Asset analysis with vulnerability tracking

Complete analysis of the 
vulnerabilities of your assets, 
with automated priority, and 
the ability to ignore or track

the status of the remediations

How many vulnerabilities require my
immediate attention on this asset?

Was this asset affected by
CVE-2017-0143 2 months ago?

Has CVE-2020-0601 been fixed?
In how much time?
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Vulnerability analysis with detailed information
Embedded Vulnerability
Encyclopedia, with technical
details, links to security
advisories, ability to filter by CVE 
code, exploitability, CVSS score…

What are the critical and exploitable 
vulnerabilities in my Information System?

What does the authorities and the 
vendors say on CVE-2019-0708?

What are the public exploits available for 
CVE-2017-0143?

Am I affected by BlueKeep?
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Website analysis based on the OWASP

Website analysis with spidering
and tests based on the OWASP 

Web Security Testing Guide, 
technologies fingerprinting, 

and SSL / TLS hardening
level assessment

Is there any potential SQL or XSS 
injection on my website?

Are my JavaScript libraries related to 
known CVE?

Do I still have SSLv3 or TLS 1.0 on my
frontal web server ?
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Vulnerability prioritization

CVSS score
Exploitability

Criticality / 
Groups

Business 
constraints

Cyberwatch helps you to identify the most important risks in your Information System
Cyberwatch provides you with a default configuration, that you can adapt to your needs
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Risk analysis with MITRE ATT&CK®

Cyberwatch generates the MITRE ATT&CK® framework based on your vulnerabilities.
You can then identify your killchain and compare it against known APT.
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Customizable reports

Cyberwatch provides you with reports with several default templates
Cyberwatch lets you choose / edit the visualizations and the data to analyze
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Patch Management 
module (optional)

Cyberwatch embeds an optional
Patch Management module

Cyberwatch helps you to identify the 
vulnerabilities and to deploy the 
appropriate security fixes

The security fixes are deployed in 
compliance with your settings (internal
repositories, WSUS…)
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Option –
Penetration testing

data import

Cyberwatch provides an optional module 
to import data from Pentest reports

Cyberwatch allows you to enrich and 
centralize data from your security audits 

services, on a unique interface

Imported data can then be marked by 
your team, as fixed or accepted
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Integrations with other tools

LDAP directory

Password safe

SIEM integration

REST API

Python / PowerShell clients

CMDB synchronization

Cloud vendors

Cyberwatch offers a REST API to:
• Automate the tickets creation;
• Send information for human review;
• Trigger an action in a third-party tool (WAPT, 

Chocolatey, SUSE Manager…);
• Compare the scanning scope with a third-

party repository (ActiveDirectory, CMDB, 
Public Cloud…);

• Import results from third-party sources.

Cyberwatch also has native integrations with
LDAP, SAML, Syslog, Wallix…
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www.cyberwatch.fr
contact@cyberwatch.fr

+33 1 85 08 69 79

For more information

French company

Selected by
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