Cyberwatch

Vulnerability Management Software



Vulnerability Management Software

Cyberwatch helps you in your
Vulnerability Management.

Map your assets
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Scan your vulnerabilities continuously
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Cyberwatch

ldentify most exposed assets

Prioritize most dangerous vulnerabilities
Decide the actions to implement

Fix your vulnerabilities and control their remediation
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Prioritize




Software architecture

Cyberwatch Cloud (OVH)

Knowledge base

@ Cyberwatch algorithms
Updated every hour

AR

Vendors repositories
(Microsoft, RedHat,
Adobe, SAP, Citrix...)

CVEs repositories
(NVD, ANSSI,
RENATER...)

Exploits repositories
(ExploitDB, GitHub,
Metasploit...)

The scanner downloads new
vulnerabilities every hour
from the Knowledge base,
with an outgoing HTTPS
connexion,
or with a file
(air-gapped environment)

There is no transfer of your
vulnerabilities

sCanner

(optional)

Isolated environment #1

Customer's infrastructure
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Satellite
scanner

)

Targets

Satellite

sCanner
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(optional)

Isolated environment #2



Cyberwatch scanner
(master or satellite node)

Flexible scanning options
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Target

Agentless scan

With SSH/WinRM / SNMP
Authentication with key / password
Compatible with password safe
Direction: Cyberwatch scanner -> target

Agent-based scan

With a light agent deployed on the target
Deployed with a package or a MSI
Direction: target -> Cyberwatch scanner

Ports / Website scan

Based on the domain name / IP address to scan
Assessment performed with TCP/UDP/web requests
Direction: Cyberwatch scanner -> target

« Air-gapped » scan

Extract the Cyberwatch scanning scripts
Execute the scripts on the targets

Send the results to the Cyberwatch scanner
Can also be integrated with your CMDB

No network connection required

These scanning modes can coexist



Scope

—~
—
Desktops Servers Network devices
PCs Virtual Machines Routers
Laptops Physical Machines Switchs
Hypervisors Firewalls
Debian / Ubuntu Desktop Mainframes
Windows XP / Windows 7 Cisco 10S
Windows 8/ 10... Debian / Ubuntu Palo Alto
CentOS / RedHat Fortinet
ArchlLinux / Manjaro Stormshield...
SUSE

Windows Server 2003/2008
Windows Server
2012/2016/2019
ESXi, AlX...

P\

WWW '0{:3
Containers Web Industrial Software
Images applications devices libraries
Instances URLs Firmwares Development
|P addresses modules
Docker Siemens
Alpine Linux... Technology Schneider Electric PIP
fingerprinting Wago Gems
SSL/TLS configuration Endress Hauser NPM...
review Pepperl+Fuchs...
OWASP analysis...



© Cyberwatch
Inventory
Discoveries
Discovered assets
Configuration
Groups
Stored credentials

Operating Systems

Reports

= Assets Vulnerabilities Compliance

Assets / Discoveries / Configuration

& Discoveries

Display 10¢ records per page

Type Name
Network scan OVH Qualif
LDAP / Active Directory AD Qualif

LDAP / Active Directory System LDAP

Reverse DNS

Reverse DNS test-florian
Reverse DNS alex
Reverse DNS test

LDAP / Active Directory LDAP systéme
Reverse DNS
DNS enumeration test alex
Declarative test

Declarative

Reverse DNS

Automated assets discovery

Admin

Source

cbw-swarm-test-03

cbhw-swarm-test-03

cbw-swarm-test-01

cbw-swarm-test-03

cbw-swarm-test-03

cbw-swarm-test-03

cbw-swarm-test-03

cbhw-swarm-test-03

cbw-swarm-test-03

cbw-swarm-test-03

cbw-swarm-test-03

cbw-swarm-test-03

cbw-swarm-test-03

Target

10.5.0.0/24
DC=cbwldap,DC=cyb...
DC=cbwldap,DC=cyb..
10.5.0.0/24
132.207.0.0/16
10.10.5.0/24
10.10.5.0/20
DC=cbwldap,DC=cyb...
18.159.35.81/30

cyberwatch.fr

18.159.35.81/16

T

Assets
3registered 16 discovered
—

4 registered 15 discovered

4 registered 15 discovered

0 registered 23438 discovered

4 registered 15 discovered
———

0 registered 4 discovered
11 registered 11 discovered
0 registered 1 discovered
0 registered 1 discovered

0 registered 65280 discovered

Period
Q Odays
Q 1day

Q
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Search:

Performed at

04/04/21 09:00

03/04/21 21:00

30/03/21 1718

29/03/21 16:51

28/03/21 17:55

27/03/21 21:11

27/03/21 20:45

27/03/21 20:45

27/03/21 20:45

23/03/21 14:08

19/03/21 17:52

19/03/21 17:50

1
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Automated assets identification
on your Information System, with
un-scanned assets auto-tagging

How many desktops do | have in my
Active Directory?

What are the virtualized servers on my
VMWare environment?

What are the “Shadow IT” elements
related to my web domains?

How many assets are on my
192.168.1.1/24 VLAN?



Dashboard with KPlIs

Overview of your risk level with g
Key Performance Indicators Fp—

Vulnerabilities Q v o ® ma

4 Dashboard vulnerabilities / Dashboard
How many CVEs require |EREess ° +Ell + wemow o
my attention today? N oo §505 193 48

How many assets require to reboot?
How many assets have obsoletes OS?
What are the assets with

the most dangerous vulnerabilities? e o Lo L L T o - o
Do | have very old and dangerous

395 375 8 72 10 20 9 163

vulnerabilities?



€ Cyberwatch
Dashboard
Inventory
Automatic actions
Security issues
Vulnerability Encyclopedia

Reports

Vulnerabilities

Assets Vulnerabilities

Inventory

Category

Desktop

Docker Image

Hypervisor

Network Device

Network Target or website
None

Server

Name
WIN-GNVECBUIKUD
WIN-GNVECSUIKUD
Windows_airgap
WIN-97RELKOSNHD
Firefox_vulnerable_airgap
ip-192-168-0-214

ip-192-168-0-165

Overview of your information system

Compliance  Admin

Bee e e e

Operating Systems
Debian 10 (Buster) 1
Debian 9 (Stretch) 3
Mac 05 X 1
Ruby on Rails 1
Stormshield 1
Ubuntu 14.04 LTS 1
Ubuntu 18,04 LTS 4
Ubuntu 20.04 LTS 1

Criticality
bdd
Collaborateurs
Haute dispo
High

Low

Medium
Privacy

RGPD

System

B Windows Server2012
Wl Windows Server2012
2§ Windows Server 2019
Wl Windows Server2012
ubuntu®

ubuntu®
ubuntu®

o
]
o
3
13
10
o
]

Criticality

(High ]

(wign)

( Medium |

(wign)

((Medium |

(Low]

(Tow)

-Em -

@
D

a 0O Advanced

Groups Statuses Maximal severity
0_Compliance 4~ Compliant 3 Low
AmazonWebServices 2 Outdated system 2 Medium
APP_Apache 2 Vulnerable 21 High
APP_BaseDeDonnees 2 Critical
auditeur 1
Cloud 3 Public exploit
Direction_Comm 1 Available
ENV_PRODUCTION £V
4+ Add v 1 Export *  Bulkedit ¥

Groups

((AmazonWebservices | (APP_Apache] [APP_BaseDeDonnees

((aPp_BaseDenonnees |

[ 0_Compliance |

(env_proDUCTION]

CVEs @~
1266 425
1265 425

781 102

726 29

PP PP PE
8
EEEEEEE

618 7

MA

Complete overview of your
information system with facets
(groups, criticality, name,
operating system...)

What are the most exposed critical
systems?

What is the risk level of the Production
environment?

Which machines have Adobe Flash?

Where is the CVE-2020-06017



Asset analysis with vulnerability tracking

Complete analysis of the
vulnerabilities of your assets,
with automated priority, and 3 ety

the ability to ignore or track
the status of the remediations EREEECuEs A

@
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Compliance Admin Q MA

Security issues Description Actions ~
. VUInera ble Criticality Groups Operating System
Vulnerability Encyclopedia |E‘ == Windows 10 (Desktop)

Number of vulnerabilities detected: 2572

How many vulnerabilities require my |- .
immediate attention on this asset? | -

ulnerabilities Security issues [ Technologies €D Ports (@ Patch management Analyses d—

- 2 3 4 s e 25 % | 1-25/259 History n W Ignore and comment ™

Was this asset affected by

Reference Score ¥ ¢ @5 CWE Technology Corrective action W ¢ Comment Detected at

CVE—2 Ol 7—01 43 2 m On ths ago ? CVE-2019-11708  (EXD O & owe20 Firefox a7 29/01/2021 09:27
CVE-2020-12388 (D @ CWE-20 Firefox 87 29/01/2021 09:28

CVE-2020-12389  (EDD @& Cwe-20 Firefox a7 29/01/2021 09:28

CVE-2020-17095 ) @ NVD-CWE-.. KB5000822 2021-03 Cumulative Update for... 29/01/2021 09:27

Has CVE_Z 02 0_0601 b een flxed ? CvE-2020-1112 @) @ CWE-434  KB5000822 2021-03 Cumulative Update for... 29/01/2021 09:27
CVE-2021-24094 (B NVD-CWE-... KBS000822 2021-03 Cumulative Update for.. 10/02/2021 03:07

/n h O W m UCh t/m e ? CVE-2021-24077 (@D NVD-CWE-... KB5000822 2021-03 Cumulative Update for... 10/02/2021 03:07

CVE-2021-24074 () NVD-CWE-... KBS000822 2021-03 Cumulative Update for.. 10/02/2021 03:07

cvE-2021-1722 @D NVD-CWE-... KB5000822 2021-03 Cumulative Update for... 10/02/2021 03:07

CvE-2021-1694 (D) CWE-269  KB5000822 2021-03 Cumulative Update for.. 29/01/2021 09:27



Vulnerability analysis with detailed information

Embedded Vulnherability
Encyclopedia, with technical
owwe  [JET— ; .o details, links to security
advisories, ability to filter by CVE
B i e 1 o s et e et o e et e CVE-2015-11708 code, exploitability, CVSS score...

compromised child process. When combined with additional vulnerabilities this could resultin executing arbitrary code on the user's computer. This vulnerability affects Firefox ESR < 60.7.2, Firefox <

B securityissues 67.0.4, and Thunderbird < 50.7.2
B Vulnersbilty Encyclopedia Category: Input Validation Error

CWE-20 (Input Validation)
18 Report The product does not validate or incomrectly validates input that can affect the control flow or data flow of = program.

What are the critical and exploitable

Security Notices

N vulnerabilities in my Information System?
[moz:/fal MFSA2019-19, MFSA2019-20

ovae ELSA-2019-1603, ELSA-2019-1604, ELSA-2019-1623, ELSA-2019-1624, ELSA-2019-1626, ELSA-2019-1696 Genera‘

Exploits Severity: Criticsl L.

o o S What does the authorities and the

Related technologies [xletCodaMatursltcy;)::;c’ncnal Vendors Say On CVE-ZOl 9_0708?

- e What are the public exploits available for

Related assets CVE'ZO_Z 7‘01 43 ?
- » 25 % 1-5 n B A Filter s Reports ~

Name os Criticality Groups Comment Technology Corrective action Status ® ¢

DESKTOP-00NN1BR 22 Windows10 (tow) Firefox a7 0 @

MacEookProdocal macos (ton) (Birason Gomm Firefox o o © A m / a ffected by B/ueKeep P
.



Website analysis based

Website analysis with spidering
and tests based on the OWASP
Web Security Testing Guide,
technologies fingerprinting,
and SSL /TLS hardening

level assessment

Is there any potential SQL or XSS
injection on my website?

Are my JavaScript libraries related to
known CVE?

Do | still have SSLv3 or TLS 1.0 on my
frontal web server ?

Inventory

Automa

curity i

ues

ility Encyclo

Vulnerabilities / Security issues

Compliance  Admin

SQL Injection

SQL Injection

Description

An 5QL injection attack consists of insertion or “injection” of either a partial or complete SQL query via the data input or transmitted from the client (browser) to the

web application

A successful SQL injection attack can read sensitive data from the database, modify database data (insert/update/delete), execute administration operations on the

database (such as shutdown the DBMS), recaver the content of a given file existing on the DBMS file system or write files into the file system, and, in some cases, issue

commands to the operating system.

SQL injection attacks are a type of injection attack, in which SQL commands are injected into data-plane input in order to affect the execution of predefined SQL

commands.

Related assets

Name

testphp.vulnweb.com
testphp.vulnweb.com
testphp.vulnweb.com
testphp.vulnweb.com
testphp.vulnweb.com

testphp.vulnweb.com

testphp.vulnweb.com

Related CVEs @

25

25

Tracked changes @)

405 Criticality

[ Medium |

( Medium |

( Medium |

[Medium)
[Medium)
[Medium)

[Medium)

Groups

Payload

SQL Injection (DMBS: ...
SQL Injection (DMBS: ...
SQL Injection (DMBS: ...
SQL Injection (DMBS: ...
SQL Injection (DMBS
SQL Injection (DMBS: ...

SQL Injection via inject...

L L L L L L P

on the OWASP

General

v o @

Reference: WSTG-INPV-05

Severity: [N

Max CVEs score: -

Max CVEs exploit code maturity: -

Published on 02/03/21 - Updated on 01/04/21

n VW TSR A 3R [gnore and comment

Comment

Detected at

03/03/2021 11:
03/03/2021 11z
03/03/2021 11:

03/03/2021 11:

03/03/2021 11:5

03/03/2021 11

22/05/2021 17

54

54

54

54

54

53

Status

31—

10
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Vulnherability prioritization

CVSS score

- Exploitabilit
x* P y Criticality / Business
L, " Groups constraints

Cyberwatch helps you to identify the most important risks in your Information System
Cyberwatch provides you with a default configuration, that you can adapt to your needs

11



Risk analysis with MITRE ATT& CK®

Initial Access Execution Persistence
9 techniques 12 techniques 19 techniques

Def Evac;

Privilege E
13 techniques

External Remote

Services Tools
Exel@ition
- 214)

Drive-hy Command and Scripting L
Compromise Interpreter . B
Exploit Public-Facing Container
Application Administration

Command

Hardware Additions
n Deploy Container

Phishing ,
) Exploitation for Client
Replication Through Execution
Removahle Media
Inter-Process
Supply Chain Communication
Compromise
Native API
Trusted Relationship
Scheduled Task/Job n

valid Accounts 35 n
A Shared Modules

Create or Modify

System Services System Process (474}

External Remote
Services

User Execution

Windows Management
Instrumentation Event Triggered
Execution 345

Implant Internal

Image
Modify Authentication
Process .,

Office Application
Startup 5

Pre-0S Baot ;g

Scheduled
Task/lob )

Server Software
Companent ;3

Traffic Signaling

Valid Accounts 4,

Create or Modify
System Process .

Boot or Logon
Autostart
Execution ;4

Boot or Logon
Initialization
Scripts o)
Escape to Host

Domain Palicy
Modification

Event Triggered

Process Injection

Scheduled
Task/Job

Valid Accounts ;5

37 techniques

Masquerading , .,
Rootkit

BITS Jobs

Buildl Image on Host

Deobfuscate/Decode Files
or Information

Deploy Container
Direct Volume Access

Domain Policy
Modification 5,

Execution Guardrails .,

Exploitation for Defense
Evasion

File and Directory
Permissions
Modification

ide Artifacts

Indicator Removal on
Host -,

Indirect Command
Execution

Modify Authentication
Process ..

Modify Registry

Madify System Image

] A Lateral . Command and .
Credential Access Discovery Movement Collection Control Exfiltration Impact
14 techniques 24 techniques 9 techniques 16 techniques 16 techniques 8 techniques 13 techniques
Man-in-the- Remote an-in-the- Ing e FEE— ynt Denial of
Middle ., Services ;5 Middle ., nsfer Exfiltration Serdlce gy

Steal or Forge n Remaote Service

Kerberos Session

Tickets ;4 Browser Boo Hijacking .,
Discovery

Taint Shared

Brute Force
Network Service i Content

MNetwork Sni
Software
Deployment Tools

Peripheral Device
Discovery Exploitation of

Remote Services

Permission Groups
Discovery . .. Internal
Spearphishing
Process Discovery
Lateral Tool
Transfer

Remote System Discovery

'Credentials System Information eplication
Discovery rough

Input Capture ovable Media

System Metwork

Modify Configuration
Authentication Discovery ...
Process

S System Owner/User
05 Credential Discovery
Dumping

System Service Discovery
Steal Web Session

Cookie System Time Discovery

Two-Factor MNetwork Sniffing

Authentication

Interception Application Window
Discovery

Unsecured

Credentials 3., Container and Resource
Discovery

Domain Trust Discovery
Password Policy Discovery
Query Registry

Software Discovery ., n

Data from Local
System

Automated
Collection

Data from Network
Shared Drive

Archive Collected
Data

Audio Capture
Clipboard Data
Data from

Configuration
Repository .,

Data from
Information
Repositories &

Data from
Removable

Screen Capture

Video Capture

Cyberwatch generates the MITRE ATT&CK® framework based
You can then identify your killchain and compare it against known APT.

plication Layer Data Transfer Size Account Access
ratocol ., Limits Remaval

ommunication Exfiltration Over Data Destruction
Through Removable Alternative
Media Protoco Data Encrypted for

Impact

Data Encoding ., Exfiltration Qwer C2
o Channel Data Manipulation .,

Data
Obfuscation . Exfiltration Over ‘ Defacement

Other Network

Dynamic Medium ., Disk Wipe .,
Resolution o o
Exfiltration Ower Firmware Corruption
Encrypted Physical
Channe Medium Inhibit System
o o Recovery
Fallback Channels Exfiltration Over
Wehb Service ., Network Denial of
Nulti-Stage o Service

Channels Scheduled Transfer
Resource Hijacking

Mon-Application

Layer Protocol Service Stop

MNon-Standard Port System

Shutdown/Reboot
Protocol Tunneling

Proxy

Remote Access
Software

Traffic Signaling

Web Service

on your vulnerabilities.
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Customizable reports

Score CVE Code bluskeep Tameline e ‘Obaolata Systams Asssts Count Obsalats Systams Proportion OBsoleta Systams Assats Overview s

LVE-£UI1871£15U DIUEKEER

1 0 CVE-2019-11091 Bluekeep 16 809 computer_pame  groups camputer_srwironment computer_category updates._ coun
Score AVE_2N10.150N2 Blnabann CVES Detscted - > PMIEEDM ENVPRODU Law corver 80
CVEs Detected - Count 2 et
Expioit Code Maturity Fined Vulnerabilities Ratic ’ ) e, duditeur
unpruven ! Assels 8% > Lo sarvar 2
proof_of_concep T

frimmtinnal hink

CVE Lovel

level_medium
level_critical level_| it T a0 proviiesvisiiy and ey performance ndicaces o the vulnerabiiy level o yo
This dashboard provides an overview of your B e e
= 2,303 929 85
have been wildly used by hackers in the last few 1 3 9 4 s “ o foune
months. The list of filtered vulnerabilities is CVEs Detected - Count Active CVEs - Count Fixed CVEs - Count

regularly updated to reflect the recent news in a
Threat Intelligence.

.
Asses Categery salectors Fixed Vulnsesbaias Rstio Most Wik Useq Vunarabiities - Asset Cr.. s . \_ :
o " v
CVE Code ® Lo . -
Medium 50 et ., .
Asset Group v ® High . Criic
CVElevel
o
v 31% , g
100701 0010 10101
Most Wike Used Vulnerabillies - CVE Cades Vudnerable Assets Caunt Most Wity - Vdneri -
Vuneeatie Assats ~ -
Asset Mame & Asset Group Asset Criticality s Asset Categary®  Count
VN-GNVECSLIKUD PP BaseDeDonmees  High B e
i iliti L IVECAL APP_Apache ligh server 2
Most Wildly Used Vulnerabilities e WIN-GNVECBUKLD  APP_Apach High
VIN-GNVECBUIKUD  AmazoriiebServices  High server H -

Most Wildty Used Vuinerabilities Dashboard Mumbier of GVE Detected vs Vuinerabie vs Patched Detected vs Patched Timeine

CVE Code

.

CVE-2017-0143 CVE-2017-0199 & .
CVE-2017-8759 CVE-2019-060: CESKTOP-DONNIBR  Missing Low deskicp 1 tnsr g Tk [LIREEREe———

T aoscp : - wit s s v - - s P
CVE-2020-0601 CVE-2019-070€ R - : R ; ; :

EC28M iH_ 20ME EU FR Low Server 1 ¥ . .

Cyberwatch provides you with reports with several default templates
Cyberwatch lets you choose / edit the visualizations and the data to analyze
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Patch Management
module (optional)

Cyberwatch embeds an optional
Patch Management module

Cyberwatch helps you to identify the
vulnerabilities and to deploy the
appropriate security fixes

The security fixes are deployed in
compliance with your settings (internal
repositories, WSUS..))

14

Schedule selected fixes

The preselected period relies on the deploying policy of this asset (Daily.

You can edit the deploying policies by clicking here

Time 06/04/2021 00:00

Schedule selected fixes




Vulnerabilities Compliance

ecurity issues / Creation

Security issue Creation

Reference

Title

Description

Severity

Assets

CVEs

Admin

Pentest ref CBW-2021-X0CX-PENTEST
HTTP Headers verification issue in XXXX

The 443 port of the target exposes a web service with a form that does 1

A e Y

Critical

| % | WIN-GNVEC8UIKUD

Save

Option —
Penetration testing
data import

Cyberwatch provides an optional module
to import data from Pentest reports

Cyberwatch allows you to enrich and
centralize data from your security audits
services, on a unigue interface

Imported data can then be marked by
your team, as fixed or accepted



Integrations with other tools

LDAP directory
Password safe

CMDB synchronization

Cloud vendors

)
@

REST API
Python / PowerShell clients

SIEM integration

Cyberwatch offers a REST API to:
« Automate the tickets creation;
 Send information for human review;

« Trigger an action in a third-party tool (WAPT,
Chocolatey, SUSE Manager...);

« Compare the scanning scope with a third-

party repository (ActiveDirectory, CMDB,
Public Cloud...);

* Import results from third-party sources.

Cyberwatch also has native integrations with
LDAP, SAML, Syslog, Wallix...

16



For more information

www.cyberwatch.fr
contact@cyberwatch.fr
+33 185 08 69 79

B French company

Selected by UGAP il A IRvust ‘ CLUSlF

CLOUD CON C & CYBERSECUR
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