
Stop the Heist: 
How to D3FEND Against 
ATT&CKS and Save the Day
Owen Garrett
Deepfence, Inc
owen@deepfence.io



The task of securing 
Modern Infrastructure



The legacy view – “my application is a castle”



The modern view – my applications are a city

Production Platforms are a 
vibrant, growing city

• Complex, fluid, open, with 
many valuable assets

• Sophisticated attackers know 
to infiltrate and spread





Anatomy of a Heist: Cyber Kill Chain
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The Casino Fish Tank Attack



Next Generation – MITRE ATT&CK framework
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Adversary’s Goals and Methods

Tactics, decomposed into techniques and procedures
• Reconnaissance
• Resource Development
• Initial Access
• Execution
• Persistence
• Privilege Escalation
• Defensive Evasion
• Credential Access
• Discovery
• Lateral Movement
• Collection
• Command and Control
• Exfiltration
• Impact  





Kubernetes Attack Surface

• Enormous Attack Surface

• Multiple potential beachheads and 
opportunities for lateral spread
• CI compromise
• Rogue Controller Services 
• Exposed Services
• Compromised third-party images
• Overly-permissive RBAC, Network or 

Service Account Policies

Source: O’Reilly: Kubernetes Security 
by Liz Rice, Michael Hausenblas



Microsoft’s Kubernetes Matrix
Application-level threats and risks

Distributed, ephemeral moving parts with 
varying risk and threat profiles; made 
from first- and third-party components 
and tools.

Kubernetes cluster operations threats 
and risks

Software supply chain, build, and 
continuous integration (CI)-related risks 
and the delivery automation and 
continuous delivery.

Kubernetes infrastructure automation 
tooling, such as application and 
infrastructure monitoring and 
microservices life-cycle autonomous 
controllers.

Human operators (DevOps/site reliability 
engineering staff) who have privileges to 
perform actions within the cluster.

Source: https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
https://www.darkreading.com/threat-intelligence/microsoft-s-kubernetes-threat-matrix-here-s-what-s-missing

 



Shopify



You are the star of your own movie



Observe activity and alert to suspicious behavior

Annotate it with potential security vulnerabilities

Discover and maintain your city map

Deploy targeted defense when needed

You are the star of your own movie



Tools and Processes 
for Application Security



A process-centric approach to security
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A process-centric approach to security
Vulnerability 

Detection

Fixing Defects Early in the SDLC Reduces 
Costs



Published Weaponized Exploited

A process-centric approach to security
Vulnerability 

Detection

4 Years 14 Weeks 1 Week

Vulnerability 
introduced

Vulnerability 
discovered

Vulnerability 
awareness

Vulnerability 
fixed

Sources: 

GitHub 2020 Octoverse Report
On average, vulnerabilities in 
open-source software lie undetected 
for over 4 years.
Once alerted, it takes 4.4 weeks to 
find a fix and 10 weeks to publish.

Sonatype 2020 State of the 
Software Supply Chain 
51% of organizations take more than 
1 week to remediate an OSS 
dependency vulnerability.



A process-centric approach to security
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Spotlight on Misconfiguration
• Identify weaknesses in attack surface
• Reduce potential for lateral spread

Collection of categories: CSPA, CSPM,
CASB, Platform-specific, for example:
• OpenSCAP profiles
• KubeAudit

Configuration 
(compliance)





A process-centric approach to security
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WAF spotlight Web App 
Firewall

Top 3 Priorities for Security Spending
(survey of 60 Chief Security Officers)

Web Application Firewall - 2%

WAF mentality == Castle 
mentality



A process-centric approach to security
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Runtime Telemetry spotlight
Not a traditional WAF
• Broader reach and Lower 

Performance Impact
• Out-of-band rather than In-band

Two key telemetry types:
• On-Host: File and Process 

Telemetry
• Off-Host: Network Telemetry

Runtime 
Telemetry

On-Host sensors
File permissions changed
Process started
Tracing Event
Process exited

Off-Host (Network) sensors
Known attack attempts e.g. Apache Struts
Exfiltration
Command-and-Control
Lateral Spread





A process-centric approach to security
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Movie Script for an Attack



Anatomy of a Heist: Cyber Kill Chain
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Anatomy of a Heist: Cyber Kill Chain
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Next Generation – MITRE ATT&CK framework
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MITRE ATT&CK Workbench



How can you use the MITRE ATT&CK matrix?

• Map to your scope e.g. cloud, K8s, 
Enterprise

• Assess Coverage using Navigator 
(mitigations)

• Prioritize Gaps (Navigator, Groups and 
Threats)

• Gather analytics and baseline

• Tune detection
• Actively attempt to bypass (purple team 

testing)

The 5 quickest wins:

1. Vulnerability Scanning in Production

2. Process and shell/ssh monitoring

3. File Integrity monitoring

4. Authentication logs

5. Packet Capture and Analysis

Correlate and Learn 



ATT&CK and DEF3ND





MITRE D3FEND





Deepfence Attack Correlation

Map the Attack Surface
Topology and vulnerabilities

Monitor Application Behavior
Monitor for traffic and anomalies

Correlate Signals
Identify attack risks
Automated and guided remediation



The future brings…

A sophisticated categorization of cybersecurity concepts 

A common approach and language for SecOps and DevOps

Automated tools to prioritize risks, assess coverage, test measures

Common frameworks to build higher-quality solutions



The job of a security professional is 
never done



You are the star of your movie

• Production Platforms are a vibrant, growing city

• Complex, fluid, open, with many valuable assets

• Sophisticated attackers know to infiltrate and spread

• Deepfence empowers you to secure this ‘city’ of apps

Observe activity and alert to suspicious behavior

Annotate it with potential security vulnerabilities

Discover and maintain the city map

Deploy targeted defense when needed





Appendix – Useful Resources
• Who is exposing services they should not (use for fun, not profit):

• https://www.exploit-db.com/google-hacking-database
• Search for (e.g.) Network or Vulnerability Data and submit the search to Google

• OpenSCAP: https://www.open-scap.org compliance profiles
• MITRE ATT&CK framework

• MITRE ATT&CK Navigator and Overview

• MITRE D3FEND
• Deepfence.io and live demo
• Me (Owen Garrett)

https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database?category=11
https://www.open-scap.org/
https://attack.mitre.org/
https://mitre-attack.github.io/attack-navigator/
https://www.mitre.org/sites/default/files/publications/mitre-getting-started-with-attack-october-2019.pdf
https://d3fend.mitre.org/
https://deepfence.io/
https://deepfence.show/
https://www.linkedin.com/in/owengarrett/

